
IT’S CHANGING ROLE  
IN AUSTRALIAN BUSINESS
Brennan IT’s Second Annual Report Reveals The Complexities  
Faced By The IT Team In The Shifting Sands Of Modern 
Business 



CONTENTS

01
Introduction 

p.03

02
Research 

Methodology 
p.04

03
Key Findings 

p.05

04
Key Theme 1  

IT: From 
Enabling  

To Leading 
p.07

05
Key Theme 2  

Security:  
A Priority 

Without Action 
p.10 

06
Key Theme 3 

Hybrid’s 2020 
Vision 
p.13

07
Conclusion 

p.16

08
Information on  

Brennan IT 
p.17



INTRODUCTION   |   03

Every business is now a technology business, in some form. As a whole, IT arguably 
provides the most value to business-critical systems across every department, with  
all Australian organisations now relying on technology to function competitively – 
locally, and on the world stage. 

IT professionals are in higher demand than ever before – Deloitte Access Economics  
and the Australian Computer Society predicts 100,000 extra employees will be  
required to meet demand by 2024 in Australia. 

With so much expectation placed on these skilled individuals, and so much at stake,  
it’d be easy to assume the IT team has pride of place in strategic transformation 
decisions across businesses large and small.

But if perception is reality, then the reality suggests differently. 

Brennan IT’s recent survey of IT professionals in Australia reveals it is alarmingly 
common to overburden stretched IT teams with evolving technology stacks, an 
increasing security perimeter and sophisticated threat landscape – all the while  
denying them their rightful place as strategic lynchpins to business success.

Compiled in this new report – IT’s Changing Role in Australian Business – seeks  
to answer vital questions about the new breed of IT professionals in Australia. How  
is the IT team perceived by their organisation? What are the IT team’s top priorities  
and overwhelming challenges for 2020? 

The answers may surprise you. As Australia’s number one managed services provider 
for 10 years in a row, Brennan IT understands the challenges faced by IT teams across 
the country each and every day, and we’re here to provide practical solutions for these 
professionals in 2020 to get a well-deserved place at the strategic, executive level.

Every business is now  
a technology business,  
in some form.

INTRODUCTION
The role of the IT team in the Australian 
organisation is at a crucial tipping point. 
It’s time to decide if the IT team will be 
seen as an operational afterthought, or  
as a strategic business leader.
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Manager (49%)

Intermediate (21%)

C-Suite (19%)

Head of/Director (11%)

What Level 
 Best Describes  
Your Job Role?

RESEARCH  
METHODOLOGY
This survey report is based on the responses 
of a range of Australia-based IT professionals 
and represents the voices of those working at 
the Intermediate, Manager, Head of/Director, 
and C-Suite level. It was undertaken during 
November 2019 to December 2019.

All responses in the report have been collated 
and are displayed as a percentage result unless 
otherwise stated.
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83% OF AUSTRALIAN IT LEADERS SAID THEIR 
ORGANISATIONS AREN’T MAKING THE MOST OF  
NEW TECHNOLOGY PURCHASES, ACCORDING TO THE 
BRENNAN IT SURVEY. THIS SUGGESTS THE DECISION  
MAKING IS PERHAPS NOT ALWAYS THEIRS – AS IT SHOULD BE.

This is backed up by research from Gartner, which shows only one in three CIOs  
across Australia and New Zealand report into the CEO. 

It begs a range of business-critical questions – what impact does this lack of a  
direct line to the CEO have on how IT as a department is perceived organisationally?  
Are they wielding the influence they should, given their strategic organisational 
imperative and contribution? Is this disconnect contributing to a failure to influence 
significant business transformation? 

The moment has come for IT leaders to seize back control of the transformation 
narrative within their businesses.

THE SURVEY SAYS: WHAT THIS MEANS:

57% SEE IT TEAMS AS 
‘ENABLERS/SUPPORTERS’  
OF DIGITAL TRANSFORMATION.

ONLY 8% SAY IT ARE SEEN  
AS ‘LEADERS’ WITHIN THEIR 
ORGANISATION.

The moment has come for  
IT leaders to seize back control  
of the transformation narrative  
within their businesses.

KEY 
FINDINGS

IT TEAMS: FROM ENABLING TO LEADING

03

JUST 21% OF RESPONDENTS 
DESCRIBED THE ROLE OF IT  
IN THEIR ORGANISATION AS 
‘STRATEGIC’ – AN INCREASE  
OF JUST 5% FROM 2019.



HYBRID’S 2020 VISION

KEY FINDINGS  |   06

SECURITY: A PRIORITY WITHOUT ACTION

THE SURVEY SAYS:

WHAT THIS MEANS:

75% OF SURVEY RESPONDENTS SAID 
HAVING A HYBRID IT MODEL IS EITHER KEY 
OR PART OF THE ANSWER TO FUELLING 
THEIR ORGANISATIONS’ SUCCESS.

‘PARTNER/SUPPLIER FAILURE’ (22%) AND 
‘LACK OF INVESTMENT/RESOURCING’ (17%) 
CAME OUT AS THE TOP TWO CHALLENGES 
IT PROFESSIONALS FACE WHEN DEALING 
WITH THEIR NETWORKING/CONNECTIVITY 
OVER THE NEXT 12 MONTHS.

Yet, basic steps aren’t being followed to improving Australian 
organisations’ posture and reduction of security risk.

Two-thirds (67%) of IT teams have a person responsible for 
security policies and controls, according to the survey. However, 
if a third of organisations don’t have someone responsible for 
security, how will strategic resolutions for action ever pass, and 
how will organisations ever be accountable to their stakeholders 
for security misadventures?

Were the security landscape improving, this could be excusable. 
However with the evolving threat landscape affecting organisations 
of all shapes and sizes – in 2019, corporate cyber breaches  
in Australia were up 18% from 2018, according to Accenture –  
there are noticeable gaps in the prioritisation of proactive  
security measures. 

IT professionals are across the benefits of Hybrid and are 
integrating it into their organisations. But that’s where the 
accountability tends to stop – there are still significant challenges 
to overcome to capitalise on Hybrid effectively.

Whilst 89% of respondents have said that their organisation has 
embraced Hybrid models, just 25% definitively say that it’s key to  
their organisation’s success. 

The market conditions suggest a trend of organisations adopting 
Hybrid IT models on the way to cloud-only futures. Australia 
is one of the most advanced public cloud markets in APAC, 
according to Boston Consulting Group. But through moving 
workloads from private cloud or on premise solutions, Hybrid has 
emerged as the superior model because:

•  It avoids the application sprawl commonly resulting from
overreliance on software-as-a-service (SaaS) solutions.

•  The Australian Cyber Security Centre acknowledges there’s
inherent security risks associated with dependence on public
cloud. Hybrid provides the accessibility and scalability of public
cloud without taking on the full panorama of risk.

35% MARKED ‘MANAGING BUSINESS 
SECURITY/RISK’ AS THE NUMBER ONE 
PRIORITY FOR IT PROFESSIONALS IN  
THIS YEAR’S SURVEY.

THE SURVEY SAYS:

WHAT THIS MEANS:

JUST 45% OF RESPONDENTS SAID THEIR 
BUSINESS HAD A ‘DISASTER RECOVERY 
OR BUSINESS CONTINGENCY PLAN’, WITH 
46% STATING THEY HAD PART OF ONE.

WHEN ASKED ABOUT THE EXISTENCE 
OF A DEFINED SECURITY POLICY THAT 
ALIGNS TO ORGANISATIONAL STRATEGY, 
JUST 30% OF RESPONDENTS SAID THIS 
DOCUMENTATION EXISTED.
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STRATEGIC PERCEPTION OF IT
IT should always have a seat at the table when it comes to transformation 
strategy in business. However, the survey results indicate that this is too 
infrequently the case, and excluding them from this conversation can have 
lasting negative consequences.

Technology plays an immeasurably large role in futureproofing businesses 
against disruption and external security sets. The mindset shift from operational 
to strategic is a gap that still needs to be bridged.

Just 21% of respondents in this year’s survey described the role of IT in 
their organisation as ‘Strategic’ – an increase of just 5% from the previous 
year. A further 43 % said that IT’s role was simply ‘Operational’ – the exact 
sort of “keeping the lights on” mentality businesses should be avoiding 
when it comes to perceptions of their IT team. 

Instead, IT leaders should be rewriting the narrative, starting conversations 
about what real business focuses should be on: the ‘service’ rather than the 
‘digital’ transformation.

Framing digital transformation as a destination, and hedging bets on a 
complex technology stack getting you to that destination, can be a costly 
paradox. There’s risk in pouring money and resources into building a 
technology stack without planning for how it will be managed, integrated, 
backed up and secured into the future. 

By focusing on service transformation, rather than digital transformation, 
IT leaders can more effectively shift priorities to delivering the desired 
outcome for customers and staff. This is a more effective, whole-of-business 
approach and requires an organisation to look at every aspect of the IT 
team’s contribution including the infrastructure, network, communications, 
security, and applications. 

This stretches way beyond the outdated and damaging perception 
that IT merely ‘enables’ outcomes, rather than strategically leads on 
transformation efforts, as the survey results worryingly suggest.

04
KEY THEME 1
IT: FROM ENABLING  
TO LEADING

Strategic: 21%

Evolving: 36%

Operational: 43%

How Would 
You Describe 
The Role Of 

It Within Your 
Organisation? 
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CHALLENGES ABOUND WHEN IT COMES  
TO IT TEAMS SOLIDIFYING THEIR PLACE  
IN AUSTRALIAN ORGANISATIONS.

‘Budget’ came out as the biggest challenge that IT professionals face  
when trying to improve overall function within Australian organisations 
(25% of respondents named this) – up one place year-on-year. Interestingly, 
‘Integrating New Technologies’ came second at 19%, down one place from 
2019’s survey results at 24%.

Furthermore, a significant 83% of Australian IT leaders said their 
organisations are not making the most of new technology purchases. 

This suggests IT departments and technology stacks are changing, but 
the cost of them, and integrating them with what you already have, is a 
substantial problem for Australian organisations.

62% of Australian organisations have a user support model that involves 
external service providers, down on respondents’ answers from last year, 
when 78% were using external support. 

A time-saving fix for IT professionals who don’t have the support of an 
external provider but are struggling under the weight of support requests 
is to outsource some functions. This can involve setting up new starters 
or offboarding users. It can also be a cheaper alternative than carving out 
a complete function, providing significant relief and enabling IT teams to 
get on with the larger, strategic projects that will have an impact on an 
organisations bottom-line.

1. BUDGET 25%
2. INTEGRATING NEW TECHNOLOGIES 19%

WHAT WOULD YOU DESCRIBE AS IT’s BIGGEST CHALLENGES  
IN IMPROVING OVERALL FUNCTION? 

DO YOU THINK THAT YOUR 
ORGANISATION IS MAKING THE 
MOST OF NEW TECHNOLOGIES?

Yes – 17%

No – 20%

Somewhat – 63%

IS YOUR SUPPORT MODEL: 

Third-party: 21%

In house: 38%

Mix: 41%
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LEVERAGING EXTERNAL SERVICE PROVIDERS.

According to the survey, the primary reasons for IT teams to work  
with external service providers are: ‘Access specialist skills & expertise,’ 
(46%) followed by ‘Fill strategic resource gaps’ (15%). This large gap  
and subsequent array of features nominated as reasons for working  
with external service providers goes to show how varied the benefits  
and services of these providers can be. 

Smaller IT companies, as a result, do not need to have the skillset in-house 
to deliver on strategic transformation – it’s possible to outsource this in a 
cost-effective manner. This is especially good news when considered in  
the context of Australia’s ongoing technology skills shortage.

75% of IT team’s workloads sit with the internal IT team according to  
38% of the survey’s respondents, the largest group. 33% have a 50/50 
split and just 6% of respondents do everything internally.

 

The importance of working closely with external service providers is 
obvious, but not all providers are able to provide the broad range of 
services needed to address whole-of-business technology concerns. 
Indeed, ‘Range of services’ (19%) was selected as the most important 
factor in choosing an external service provider by survey respondents. 

For IT leaders selecting providers, it is vital to elect a broad range of 
services backed by fit, experience, and price. Most vitally, it needs to 
be a provider that can expand with you as your needs evolve.

Here’s a few ways to begin:

1)  Create a robust roadmap and structure for transformation,
with technology at the centre.

2)  Develop contingencies to streamline and manage large
technology stacks, which will do nothing except get larger.
This needs to address how all the technologies will be accessed,
hosted, secured, backed-up and integrated now and in future.

3)  Insist on more face time with the CEO so the IT team’s
contribution is not unrecognised or undervalued.

WHAT ARE YOUR MAIN REASONS FOR  
WORKING WITH AN EXTERNAL SERVICE PROVIDER?

ACCESS SPECIALIST  
SKILLS & EXPERTISE

FILL STRATEGIC  
RESOURCE GAPS 15%

46%

WHAT PERCENTAGE OF ALL YOUR  
IT ACTIVITY ARE DELIVERED IN HOUSE?

50% OF WORK IS  
INTERNAL

75% OF WORK IS  
INTERNAL

100% OF WORK IS  
INTERNAL 6%

38%

33%



30%

58%

12%

DO YOU HAVE A DISASTER RECOVERY  
OR BUSINESS CONTINGENCY PLAN FOR YOUR ORGANISATION?

45%

46%

9%

DO YOU HAVE A DEFINED SECURITY POLICY DOCUMENTED 
THAT ALIGNS TO YOUR ORGANISATION’S STRATEGY?

KEY THEME 2   |   10

KEY THEME 2
SECURITY: A PRIORITY 
WITHOUT ACTION

05

SECURITY: A PRIORITY WITHOUT ACTION 
A security breach can bring an organisation, or even an entire industry, 
to its knees. Consequently, it’s a massive priority and focus area for  
most businesses.

But the survey results show there’s too often a toothless tiger approach 
to cybersecurity strategy, with lots of talk, but little action, to proactively 
solve these problems.

45% of respondents said their business had a ‘Disaster recovery or 
business contingency plan’, with 46% stating that they had part of 
one (‘Somewhat’).

Similarly, when asked about the existence of a defined security policy  
that aligns to organisational strategy, just 30% of respondents said that 
this documentation existed.

‘External forces/attacks’ was mentioned as the largest threat to their 
organisation’s IT security in the next 12 months (33%), with ‘Poor internal 
practices’ coming in second (25%).

The threat landscape is evolving and more uncertain than ever, with actors, 
events, and attacks affecting organisations of all shapes and sizes. With 
the risk involved, the growing dependence on technology, and the growing 
threat to businesses, the lack of proactivity these survey responses 
suggests should be a massive wake up call for Australian organisations.

YES
SOMEWHAT
NOYES

SOMEWHAT
NO



The WannaCry and Peyta attacks 
contributed a total cost to Australian 
business of $29 billion per year.

IT leaders need to get a handle on  
their security, backup, and disaster 
recovery – quickly.



YES
NO

MANAGING BUSINESS SECURITY/RISK

DO YOU HAVE A NOMINATED PERSON WHO IS RESPONSIBLE  
FOR OWNING ALL SECURITY POLICIES AND CONTROLS?

67%

33%

35% MARKED AS TOP PRIORITY
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KEEPING ACCOUNTABLE FOR SECURITY 
One positive sign in the 2020 survey is 67% of Australian organisations 
now have a person responsible for security policies and controls, up  
from 51% from the 2019 survey results. But this is still woefully low. 

When asked about the specific security frameworks that are in place, 
37% said that they are ISO 27001 compliant – up from just 12% last year. 
With security regulations becoming more stringent, the 63% who are not 
compliant may want to consider partnering with an MSP who is. 

With ‘Managing business security/risk’ marked as the top priority for IT 
professionals at 35%, the recognition of the problem is the first step to a 
far more complex journey of proactive strategy and resolution.

Proactively accounting for cyberattacks must be a key pillar of  
2020 strategic planning – merely identifying the risk exists will  
only get your so far. 

Get started by:

1)  Identifying the source of accountability for security,
whether that is a multi-layered defence strategy managed
by an external security provider, or a senior IT leader that
puts security first.

2)  Security is all about mitigating risk. Get an objective
assessment of your security posture to know the best
implementation and education roadmap forward.

3)  Knowing where your data lives and how it is protected,
keeping rigorous governance at the heart of strategic
decisions involving data.
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HYBRID’S 2020 VISION
Adopting a Hybrid IT approach is an important step towards ensuring 
organisation success. It ensures accessibility and scalability at the  
forefront but mitigates the risk of overcommitting in public cloud alone.

Hybrid IT can extend beyond cloud models to networking too. A  
‘Hybrid Network’ is created when you combine Software Defined-Wide 
Area Networking (SD-WAN), internet connections, and traditional MPLS 
networking technology to provide multiple paths for applications to  
break-out and reach their respective servers no matter where they sit.

This reduces cost and improves performance, delivers more control, 
eliminates unnecessary sprawl, and enables you to put in place proper 
disaster recovery and security measures.

APPROACHING CRITICAL MASS WITH HYBRID IT
There’s been a sizeable shift in Australian organisations’ approaches  
to Hybrid IT in the past 12 months. The amount of respondents who  
haven’t yet embraced Hybrid IT in their organisation has halved –  
from 22% in 2019 to 11% this year.

Furthermore, 75% of the survey’s respondents have identified that  
having a Hybrid IT model is either key or part of the answer to fuelling  
their organisations’ success – up significantly from last year (65%).

It’s not hard to see why Hybrid IT is increasing in popularity and  
exposure – it allows workloads to be balanced across public, private,  
and on premise, and is overall a more efficient and secure framework  
for most organisations. It affords greater data sovereignty and allows  
for more effective disaster recovery contingencies.

In 2020, organisations and IT leaders  should embrace the benefits 
of a Hybrid IT model as the destination, not just the path towards a 
more cloud-based future, that is properly designed in accordance with 
maximising return on investment and achieving real business outcomes.

KEY THEME 3
HYBRID’S 2020 VISION
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41%

48%

YES
SOMEWHAT
NO

11%

HAS YOUR ORGANISATION EMBRACED A HYBRID IT STRATEGY?

YES
SOMEWHAT
NO

25%

50%

25%

IS HAVING A HYBRID IT MODEL KEY TO YOUR ORGANISATIONS SUCCESS?
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HEAD IN THE CLOUDS
According to the survey, the transition to cloud technologies appears to  
be occurring primarily because organisations are moving their workloads 
to SaaS product variants (49%), with on premise transitioning to cloud 
servers occurring in only 27% of circumstances.

However, Brennan IT believes a move to 100% cloud models – particularly 
those that rely on SaaS and public cloud – is not advisable for most 
Australian organisations. It can leave organisations dependent on external 
parties (and their ability to continue to pay) for the tools that they need. 
Not only that, it brings about data compliance and security issues, as well 
as limits a companies’ abilities to backup and restore their systems should 
they need to. Indeed, some 78% of survey respondents noted they are 
‘concerned’ or ‘somewhat concerned’ about data resilience and lock-in 
with their SaaS applications.

When asked to assess the difficulty of scaling current infrastructure  
to integrate and support new systems, 24% said it is ‘Difficult’ or 
‘Impossible’ to do so, suggesting there’s still some work to do in  
achieving Hybrid nirvana.

Yes: 22%

No: 23%

Somewhat: 55%

ARE YOU AT ALL CONCERNED 
ABOUT DATA RESILIENCE AND 
LOCK-IN WITH YOUR KEY SAAS 
APPLICATIONS?

SaaS product variants: 49%

Cloud servers: 27%

Other: 24%

THE TRANSITION TO CLOUD 
TECHNOLOGIES APPEARS TO  
BE OCCURRING PRIMARILY BECAUSE 
ORGANISATIONS ARE MOVING THEIR 
WORKLOADS TO: 
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CLOUDY WITH A CHANCE OF HYBRID NETWORKING
A Hybrid Networking strategy creates a predictable, low-packet 
loss, private, and reliable backbone via MPLS, whilst allowing you to 
simultaneously benefit from the advantages of aggregate bandwidth, 
improved security and control of SD-WAN – it’ll also reduce operational 
costs in the process.

When asked about whether respondents’ organisations were still utilising 
MPLS networks to connect sites, something that many SD-WAN providers 
now say isn’t required, just 37% could say that they were.

Hybrid IT in cloud, networking, or across the whole organisation doesn’t 
need to be insurmountable. Here’s  
how to broach the topic in a way that makes strategic business sense:

1)  If you’re considering decommissioning MPLS connections, reassess 
this decision. SD-WAN technology on its own exposes distributed 
enterprises to significant risk as it expands a network’s attack 
surface, and can make it more vulnerable to cyber threats. That’s 
why deploying SD-WAN (which some 72% of respondents say they 
intend to do) should be done as part of a broader Hybrid Network, 
rather than as an isolated solution.

2)  Understand the bundle approach pioneered by Hybrid IT is often 
more cost-effective and easier to collaborate on management, 
more so than buying individual servers, licences, or data centre 
space.

3)  Keep flexibility at the top of your agenda. You’ll be so often faced 
with decisions beyond choosing the right technologies, and 
staggering investments accordingly, or understanding there might 
be more than one solution available, is key to success.

Hybrid IT in cloud, networking,  
or across the whole organisation  
doesn’t need to be insurmountable. 
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Long gone are the days when internal IT teams spend valuable time 
on administrative, operational mechanics, or even managing specific 
technologies. If your IT team is still focused on these things, now is the 
time to make some serious changes.

Technology’s role in business will only increase in importance at a strategic 
level as time goes on and the onus is on IT teams to play a role in the 
business transformation strategy at every level of the organisations to 
realise this.

IT leaders need to be bold and seize the opportunity to lead. They, and all 
IT professionals, should feel empowered to kick start 2020 by taking their 
rightful seat at the leadership table. 

Seeking an experienced partner can significantly shift internal perceptions 
of IT’s value proposition and can assist in managing the everyday 
complexities of juggling administration and strategic innovation.

It’s time for IT teams to be recognised as the strategic value add that they 
rightfully are. So what action will your IT team take amidst an increasingly 
evolving technology and business landscape?

CONCLUSION
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Voted Australia’s  
No.1 Managed Services Provider 
for the past 10 years.
Brennan IT works with 2,000+ Australian organisations, 
delivering brilliant ICT services that empower each one of 
them to succeed.

Ranked as the #1 Managed Services Provider in Australia 
for 10 consecutive years and the only one with end-to-
end ICT capabilities that span hybrid infrastructure, cloud, 
networking, unified communications, user and device 
support, as well as cyber security; we are committed 
to transparency, customer-service, and being your 
independent partner who can deliver on your ever-evolving 
needs.

Discover how our full capability self-service portal, 
industry-leading SLAs, and 20+ years of experience can 
empower you.

We can help you to:

• Complete, end-to-end ICT services

• Connecting your networks, business, & people

• Helping you to manage & innovate with technology

• Managing your hybrid cloud & IT infrastructure

• Supporting your users with their technology

SPEAK TO US TODAY:
www.brennanit.com.au 

1300 500 000  
sayhello@brennanit.com.au

SYDNEY - BRISBANE - MELBOURNE 
NEWCASTLE - MUMBAI 




