DELIVERING BUSINESS
CONTINUITY FOR 2020
AND BEYOND
How to create Backup and Disaster
Recoverysolutions in a constantly changing
environment.
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01. THE CURRENT STATE OF
PLAY
WHAT YOU NEED TO KNOW ABOUT THE
CHANGING IT LANDSCAPE
Interestingly, 82 per cent say that data protection and Disaster
Recovery are important to their digital transformation projects, but
indicated that only half of their business’s apps are fully covered
by a disaster recovery plan. This discrepancy between current IT
methodology and ever-changing organisational needs shows that
businesses lack a clear Business Continuity Plan.

IT environments are more complex now than ever before and
keeping tabs on all aspects of an organisations’ network has
never been more difficult. With the rise of cloud - and hybrid
networking shortly thereafter - the modern organisation now has
multiple workloads to manage, simultaneously.
Additionally, as more people work from homei and third-party work
collaboration platforms, like Microsoft Teams and Office 365, become
increasingly relied upon, work is becoming progressively fragmented
across various apps and platforms. This includes third-party software
and communication tools, like Zoom and Slack, becoming even more
prevalent as Australians shift face-to-face communication online.

In today’s fragmented and uncertain workforce, business continuity
should be a top priority for business and IT leaders. However, 43 per
cent cited that complexity is a leading challenge in fully implementing
a Backup and Disaster Recovery system. This citing matches many
common errors when implementing a Disaster Recovery Plan,
including: mismanagement of data and infrastructure and confusing
disaster recovery with high availability.

In times like these, the importance of tech stacking software and
centralised, easily locatable data has never been so prevalent.
However, many organisations still struggle with the cost, complexity,
and orchestration of their data protection and disaster recovery
solutions. As protecting and backing up data is central to business
continuity, here we outline the state of the market, cost-saving and
where to start.

A Disaster Recovery Plan ensures that when something goes
wrong, IT infrastructure is in place as a response. For Brennan, and
companies alike, the focus is on prevention, not reaction. That’s why
a Business Continuity Plan is so important.
Understanding and implementing business continuity strategies are
an organisational imperative to succeeding in 2020 and beyond. Here
we outline the importance of Backup and Disaster Recovery and how
it not only contributes to IT and digital transformation initiatives, but
how it supports business continuity as a whole.

IDC’s The State of IT Resilience Report 2019ii revealed that 50 per cent
of businesses have suffered impacts from cyber threats, including
unrecoverable data. Furthermore, 45 per cent of organisations are
currently facing challenges with restore reliability, and 44 per cent
indicate challenges with backup reliability.
i
ii

Australian Government Productivity Commission, Working from Home Research Paper, [PDF], Link
IDC, The State of IT Resilience Report, [PDF], Link
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THE REAL COST OF DOWNTIME FOR BUSINESS

COMMON CAUSES OF DOWNTIME INCLUDE

The 2019 Veeam Cloud Data Management Report found that,
on average, organisations experience four unplanned outages
every year. Recent research from AppDynamicsiv revealed that this
downtime can cost a business anywhere from $2,000 an hour for
smaller organisations, to upwards of $144,062 per hour for larger
organisations.
iii

• Network outages
• Third-party supplier outages

Beyond the bottom line, the damage of downtime to businesses
can include the loss of customer confidence, the damage to brand
integrity, and loss of employee confidence. With so much at stake,
businesses need to cover all of their bases to ensure they are ready
for anything – including the unexpected.

• Public cloud outages
• Human error
• Server failures
• Cyber attacks
• Storage failures
• Application errors
• Power outages
• Usage spikes and surges
• Natural disasters or extreme weather events

iii
iv

Veeam, Cloud Data Management Report, [PDF], Link
ITWire, Downtime Cost Australian Businesses Dearly, [Online], Link
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02. THE CHECKLIST

BUSINESS CONTINUITY PLAN/DISASTER
RECOVERY PLAN - CHECKLIST

HOW TO PLAN FOR THE WORST-CASE
SCENARIO

• Do you have a defined Business Continuity
Team and have the roles been clearly defined?
• Is your IT team aware of the businesses’
historical data, where it sits and how to
access it easily?

Understanding the cost that downtime has on a business means
there’s a business case for prevention. But with so many factors
at play, some businesses struggle with knowing where to start.

• How easily can your IT team access specific
information?

Creating a business continuity checklist, followed by a plan, gives
your business a single source of truth when factoring in all variables
associated with disaster, and will serve as a baseline for mitigating
these risks.

• Are your archives in good order?
• Could they be restored promptly if companies
experience litigation?

When developing your Business Continuity Plan, it is important
that you factor in every possible scenario – right down to the fine
details, such as understanding where information is housed and the
accessibility of it.

• Does your business have an indexing system?
• Does your current plan include disaster
recovery facilities?

This can often be a complicated process, so we’ve put together a list
of questions you and your business should be asking yourselves. This
is how we would approach building out a Business Continuity Plan
with our clients.

• Do you know what resources you need to
recover critical business functions?
• If a disaster was to happen, would you be
able to access the data associated with
this easily?
• Is your organisation ISO27001 compliant*?
• Is your organisation equipped to deal with
data sovereignty?
*ISO27001 is an information security standard, known as ISO/IEC 27001: 2013
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YES

NO

03. BEST PRACTICE
IMPLEMENTING YOUR BACKUP AND DISASTER RECOVERY PLAN

STEP ONE: UNDERSTAND YOUR DATA
Organisations must first understand
where their data resides and have easy
access to it. This is incredibly important
when it comes to litigation and data
sovereignty, especially if you operate
in a nation with strict data privacy
laws or hold any client information
from countries with strict governance.
This also includes any data shared by
partners that have originated from
these countries, such as customer
information.

STEP TWO: CATEGORISE IT

STEP THREE: FIND THE BEST SOLUTION

Organisations need to categorise all
data to ensure business-critical data
takes priority and is backed up over less
important data. Putting an indexing
system in place will create an ease of
access which will be useful for when an
incident does occur.

Once the fundamental steps are in
place, organisations can then move
into the design and consultation phase.
With an ever-evolving IT environment,
organisations need a solution that is
tailored to their unique needs. This
is where partnering with a managed
service provider can be beneficial.
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04. REMOVING COMPLEXITY
DO YOU HAVE THE SUPPORT YOU NEED?

Because of this, many organisations choose to partner with a
managed service provider (MSP) who can streamline and manage
their entire data and network infrastructure, ensuring that it is
backed up and compliant with security standards.

As data and data networking become increasingly complex to
manage, and organisations become more fragmented in how
they operate, bespoke Backup and Disaster Recovery systems
become increasingly more complex to build.
The growth of unstructured data—such as emails and business
documents—generated by Software-as-a-Service (SaaS) applications
is starting to outpace that of traditional mission-critical applications
and key databases. This means that organisations are now relying on
third-party platforms such as Office 365 and Microsoft Teams more
than traditional onpremises applications.

How managed services providers remove complexity

Office 365 as well as documents stored with SaaS vendors like
SharePoint, OneDrive, and Teams are becoming increasingly relied
upon for business-critical data. Most companies are surprised to
know that builtin backup policies for Office 365 only offer a 30-day
retention period.
While application availability in the cloud is proving to be extremely
resilient, protecting Office 365 SaaS data from risks such as
accidental deletion, security threats, and retention policy gaps is
still a major concern and threat for organisations. Additionally,
meeting the evolving security requirements of compliance-led data
governance means that internal IT teams are spread across multiple
software systems.
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1

MSPs offer bespoke solutions by taking a holistic look at an
organisation and its needs and developing a tailored solution.

2

Backup and Disaster Recovery systems can be complex to
manage. If not done correctly, it can cause problems – leading to
a waste of time and resources. This is where the 4-hour work
week mentality comes into play. Manage what you specialise in
and outsource the rest.

3

Backup and Disaster Recovery can be an expensive endeavour.
Many small to mediumsized organisations cannot afford the
same level of quality that larger enterprise organisations have in
place. MSPs can scale to your needs for a cost-efficient solution.

4

Brennan is ISO27001 compliant, so partner organisations can
have the confidence knowing that their data is being looked
after by a fully compliant service.

05. WHAT YOU CAN DO TO ENSURE BUSINESS CONTINUITY
The IT landscape will continue to change as Australia’s workforce shifts to a more fragmented, mobile
working model. Organisations need to be cognisant of the risks associated with this and level-up their
software management systems accordingly. By partnering with an MSP, organisations ensure the
dependability of their IT operations, enhance security and deliver a cost-efficient proactive approach
to maintenance.
Brennan Support
How organisations plan for the worst case scenario
now will have a dramatic impact on the future
of their business. This is the difference between
implementing a Backup and Disaster Recovery plan
and Business Continuity Plan. Proactively delivering
a system to safeguard from risk often ensures the
decision is cost effective too.

Business
Continuity
Plan

Business
Continuity
Policies &
Strategies

Whether your organisation is looking to develop
a Backup and Disaster Recovery plan or reevaluate your current status, Brennan can help
your organisation look at the wider picture so that
you can identify your business continuity needs.
Having a bespoke plan that fits the needs of your
organisation will ensure your business is able to
grow and prosper beyond times of uncertainty.

Business
Continuity Plans
Testing VPN
bandwidth and
DR fallover
testing

Risk Management
DR Plan

Validation & Testing
Information Technology Recovery Processes
Can all employees
access devices /
network / relevant
apps if they need to
work remotely?

Data Backup & Offsite Replication
PCs/Devices
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Servers

Storage

Networks

WHY ARE WE DIFFERENT?
We are uniquely positioned to design, manage, and optimise your complete IT environment, or just the parts
you need help with, so your people can have a truly seamless technology experience, wherever they are
working.
Our teams are crazy about delivering exceptional customer experience for our clients, which is why we
continue to invest in our people, systems, and automation. This has resulted in us achieving world class NPS
ratings of 80+.
Unlike nearly every other Managed Services Provider, Brennan offers a complete range of services across
infrastructure, networking, end-user support, UC & telephony, IT security, hardware & software procurement,
pre-paid support & project services, as well as bespoke business application development, such as CRM,
intranets, and automation.

SPEAK TO US TODAY
www.brennanit.com.au
1300 500 000
sayhello@brennanit.com.au
FIND US HERE

